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1.Product Brief

CDNetworks ESA is a security solution based on the Zero Trust architecture. It is used

to help users gain a secure, rapid, and consistent access to the enterprise Intranet,

Internet applications and Saa$S applications. We offer two ways for users to access to

ESA platform:

1) Via web browser

2) Via an ESA client. Clients are available on Windows, macQS, iOS, Android and Linux

» To download ESA client, please visit our website: Download the App

» You can also download Android application from: Google Play,

» ForiOS: since App Store does not allow vendors to upload similar applications, ESA
has to use the application named "Securelink", which we sell in mainland China.

2.User Guide

2.1 User Guide for Web Browser Access

1) Type the domain name provided by your enterprise administrator in the browser,
fill in the username and password, and then click Login.

Login

Forgot Account?

2) If your administrator has enabled SMS verification, you will need to key in the SMS
verification code; If not, please ignore this step.


https://documents.cdnetworks.com/app/esa
https://play.google.com/store/apps/details?id=com.cdnetworks.sdwanvpn&hl=en_US&gl=US
https://apps.apple.com/us/app/securelink/id1494879187

Two-Factor Authentication. The code has heen sent to

Resend after 58s

Login Page = TOTP Authentication

3) If your administrator has enabled TOTP authentication, you will need to key in the
TOTP verification code; About how to use TOTP authentication: TOTP
Authentication, please refer to: If not, please ignore this step.

< Back

Input TOTP verification code

SMS 2ZFA | TOTP User Guide Reset TOTP Key

4) After login, you will see a list of applications that have been authorized to you

b

Favorites -

Resources .

5) Tolog out the current account, click the Logout button at the bottom left corner.



https://documents.cdnetworks.com/document/esa/totp-authentication
https://documents.cdnetworks.com/document/esa/totp-authentication

2.2 Windows User Guide

2.2.1 Install application

1) Double click the ESA-win-x64.exe file you have downloaded.

Marme Date modified Type Size

@ CDMetworks ESA-2.95.1-439-2192-win-x6...  17/03/2023 11:40 Application 100,429 KB

» If you see the following pop-up window, click on More, then Run anyway;
> Ignore this step if the pop-up window does not appear.

Windows protected your PC Windows protected your PC

2) Click Next in the setup interface
a.:: letworks ESA Setup — *

Welcome to CDNetworks ESA Setup

Setup will guide you through the installation of CDNetworks
ESA.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

3) Check and click I Agree in the Privacy terms interface



[E CDMetworks ESA Setup - X

License Agreement
Please review the license terms before instaling COMetworks ESA.

Press Page Down to see the rest of the agreement.

Privacy Policy for Enterprise Secure Access
Service

Last updated: March, 2022

CDMNetworks Enterorise Secure Access service is desianed to ¥

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install CONetworks ESA.

CDMebworks ES& 2,95.1

= cance

4) Choose installation path (or use the default location), and then click Install.

CDNetworks ESA Setup — X
Choose Install Location
Choose the folder in which to install Esa

Setup will instal ESA client in the following folder. To install in a different folder, dick Browse
and select another folder. Click Install to start the installation.

Destination Folder

T e

5) Install TAP-Windows driver
If there is a pop-up window asking to install TAP-Windows driver, click Install. If not,
please ignore this step.

6) Tick Run CDNetworks ESA, then click Finish to complete the installation.

[& CDNetworks ESA Setup

Completing CDNetworks ESA Setup

CDMetworks ESA has been installed on your computer,

Click Finish to dose Setup.




2.2.2 Login and logout

1) Login

a) Double click the ESA shortcut icon
b) Key in Enterprise ID provided by your administrator. It is case sensitive

Feedback More ¥ X

Enterprise ID

alextest

| have read and agree to Terms of Use and Privacy Policy

c) Key in account/password provided by administrator, and click Log In.
® Tick Remember me to remember the password for future logins.
® Tick Auto-login to get automatically logged in when you run the application.

Feedback More ¥

[¥) Remember me Auto-iogin

Switch Enterprise Forgot Password

d) If your administrator has enabled SMS verification, you will need to key in the
SMS verification code; If not, please ignore this step.



Two-Factor Authentication. The code has been sent fo

[]

Resend after 58s

Login Page = TOTP Authentication

e) If your administrator has enabled TOTP authentication, you will need to key
in the TOTP verification code; About how to use TOTP authentication,
please refer to: TOTP Authentication.. If not, please ignore this step.

{ Back

Input TOTP verification code

1]

SMS 2FA TOTP User Guide = Reset TOTP Key

f)  After login, your user status will become Online, and you will see the

Resources page.

Click on the resource icon, you will be able to visit the enterprise resources via

your default browser.

\;é SDP Network

SecureBox

VIP
Devices
Settings
Q0
00

EMR

Mode: Access-neardy

Security Overview

& =

8 0bps % 0bps

Duration: 58
s Name 0SS Windows 10 Enterprise(AMDE4)
Mac

Resources Favontes

ERP HandyOps CONW-JIRA

2) Logout


https://documents.cdnetworks.com/document/esa/totp-authentication

a) Click Log out on left bottom. You will be redirected to the Login page.

g) To quite the application, right click the application icon in the system tray, and

click Quit.

To Main window

v/ Keep online
Run at Boot-up

Auto-login

v/ Check Updates at Launch

Current: English
Abcut/

|~

2.2.3 Change and reset password

1) Change password (Logged in)

a) Click Settings->Change. If you don't find the option, it means your
administrator does not allow you to change password by yourself.

Setting

Account Info

Software

9s

Connection

Resources

Version
Statistics

Language

Phone Number
Password

Runs at boot-up
Auto-login at Launch

Show mini window on close
Keep client online

Current: V2.4.0

Check updates at Launch

English v

b) Enter Current password and New password, and click Save. The password is
then changed. If you are not able to do this, maybe because your IT
administrator has blocked your permission to change password.



Setting

Ageount Info
>
Current password
Software
Enterprise
IP New password
Online Time 385
Connection |
Confirm new password
Resources
Version
Statistics
Save Cancel
Language g

2) Reset password (Not logged in)

a) Click Forgot Password, and choose to use your phone or email to reset the
password. Take the phone as an example.

Remember me Auto-login

Switch Enterprise

b) Enter your Enterprise ID, Phone Number, and then click Send.

Maobile Phone E-mail

Step1: Mobile number verification

alex

Login Page
c¢) Enter SMS verification code, click Continue. This code is valid for 10 minutes.

d) Enter New password, confirm the New password, and click Continue. The
password is then reset successfully.



Step2: Create a new password

Account:

©

©

Return Login Page

2.2.4 Switch language and check for update

Go to Settings to change language and check for update
Settings

Account Info Mobile Number

E-mail
Password
Software ] Run at boot-up
Workbench [C] Auto-login at Launch
] Show mini window on close
SecureBox
_ Connection Keep client online
Devices
Setti Secure Clean up secure domain cache data
g Workspace . -

Version Current: V2.95.1 I Check updates I
Language English ~

2.3 macOS User Guide

2.3.1 Install macOS application
1) Double click the ESA-mac.pkg file you have downloaded.

Name Date modified Type Size

D CDNetworks ESA-2.20,0-204-2040-mac.p...  19/04/2023 1314 PKG File 102,304 KB

a) For the introduction page, click Continue.



[ ] + Install CDNetworks ESA

Welcome to the CDNetworks ESA Installer

® Introduction You will be guided through the steps necessary to install this
software.

Continue

b) For the Privacy terms, Click Continue.
[ ] w Install CDNetworks ESA

Software License Agreement

Privacy Policy for Enterprise Secure Access Service
Introduction

® License Last updated: March, 2022

CDNetworks Enterprise Secure Access service is designed to create a secure,
efficient, and easy-to-use remote access/office environment for enterprises. The
Enterprise Secure Access service is operated by CDNetworks Inc. and its global
affiliates (each separately, and collectively, "CDNetworks™ or "us"). CDNetworks
understands end users (hereinafter, "you™) play a high value on how your
personal data been processed and is committed to safeguard the security and
reliability of your personal data to the best of our ability.

Upen your companyforganization (hereinafter, "organizafion™)'s successful
subscrlpl\an to the the Enterprise Secure Access service, one or more

of 1 company can be registered as system
edmlmsh’etcr with access to the backend of Enterprise Secure Access
management system

This Privacy Policy for Enterprise Secure Access Service (hereinafter, “Privacy
Paolicy™) will help you to be aware of and understand the following:

*  Your Enterprise Secure Access service account;
*  What personal data do we collect;
*  How we use your personal data;

Print... Save... Go Back Continue

c) For the software license agreement, click Agree.
To continue installing the software you must agree to the terms of the
software license agreement.

Click Agree to continue or click Disagree to cancel the installation and quit
the Installer.

Read License Disagree Agree

d) For the installation type, click Install.



[ ] & Install CDNetworks ESA |
Standard Install on "Macintosh HD"

il This will take 270 MB of space on your computer.

License Click Install to perform a standard installation of this software

Pl Sk on the disk “Macintosh HD"

@ Installation Type

Change Install Location...
Go Back Install

e) Enter your system User Name and Password, and click Install Software.

Installer is trying to install new software.

l l = Enter your password to allow this.
=

User Name:
duc Password: || \
1se
Inat Cancel! Install Software
llati
illation : =

f) For the summary page, click Close.

The installation was completed successfully.
Intreduction

License
Destination Select

Installation Type

Installation The installation was successful.

® Summary
The software was installed.

2.3.2 Login and logout

1) Login

a) Open the Mac Launchpad, and click on the ESA shortcut icon®
b) Key in Enterprise ID provided by your administrator. It is case sensitive



Feedback More ¥ X

Enterprise ID

alextest

| have read and agree to Terms of Use and Privacy Policy

c) Key in account and password provide by your administrator.
» Tick Remember me to remember the password for future logins.
» Tick Auto-login to get automatically logged in when you run the application.

Feedback More ¥ X

Remember me (] Auto-login

Switch Enterprise Forgot Password

d) If your administrator has enabled SMS verification, you will need to key in the
SMS verification code; If not, please ignore this step.

Two-Factor Authentication.The code has been sent to

Login Page = TOTP Authentication
e) If your administrator has enabled TOTP authentication, you will need to key in
the TOTP verification code; About how to use TOTP authentication, please
refer to: TOTP Authentication. If not, please ignore this step.



https://documents.cdnetworks.com/document/esa/totp-authentication

< Back

Input TOTP verification code

I

SMS 2FA  TOTP User Guide = Reset TOTP Key

f) After login, your user status will become Online, and you will see the

Resources page.
Click on the resource icon, you will be able to visit the enterprise resources via

your default browser.

fore ¥
@ SDP Network Security Overview
2
w
é_l
$0bps  §O0bos
| vkl
o Mode: Access-nearby Duration: 5s
Securesox Name O Windows 10 Enterprise(AMDS4|

VIP Ma

Devices

Settings Resources Favorttes
00
0o

EHR NW-0A K
ERP HandyOps CONW-JIRA
ik

a) Click Log out on left bottom. You will be redirected to the Login page.

b) To log out, right click the application icon in the system tray, and click Quit.



To Main window
To Mini window

>
v Keep online
Run at Boot-up
Auto-login
v Check Updates at Launch
Current: English >

About /

2.3.3 Change and reset password

1) Change password (Logged in)
a) Click Settings->Change

Setting

Account Info  Phone Number /
Password

LB =
Software | Runsat boot-up
n r = u
Auto-login at Launch
| "
Online Time 9s Show mini window on close
Connection Keep client online
Resources
Version Current: V2.4.0
Statistics

Check updates at Launch

Language English v

b) Enter Current password and New password, and click Save. The password is
then changed. If you are not able to do this, maybe because your IT
administrator has blocked your permission to change password.

Setting

\ & / Account Info

Current password

Software
Enterprise
P New password
Online Time 38s
Connection
! Confirm new password
Resources
Version
Statistics
Save Cancel
Language -

g

2) Reset password (Not logged in)



Click Forgot Password, and choose to use your phone or email to reset the

a)
password. Take the phone as an example.
Password
Remember me [J Auto-login
Log In
Switch Enterprise Forgot Password
b) Enter your Enterprise ID, Phone Number, and then click Send.

Mobile Phone E-mail

Step1: Mobile number verification

Login Page
c¢) Enter the SMS verification code, click Continue. This code is valid for 10
minutes.
d) Enter New password, confirm the New password, and click Continue. The

password is then reset successfully.

Step2: Create a new password

Account:

Return Login Page

2.3.4 Switch language and check for update



Setting

To Main window
To Mini window & Account Info Phona Numbe
Password
[ ]
v Keep online Saftware Auns at boot-up
Run at Boot-up Auto=login at Launch
Show mini window on close
Auto-login 8m 30s
Connection - "
v Check Updates at Launch : [#] Keep client ontine
Resources
Version Current: V2.4.0
Statistics

Language English

2.4 10S/Android User Guide

2.4.1 Download and install application

Follow the installation instruction to install the application.

2.4.2 Login and logout

1) Login

a) Click on the ESA application icon, and the Privacy Terms will appear. Click
Agree to access the login page. Otherwise, exist the app.

b) Inlogin page, enter Enterprise ID, Account, Password, and click Log In.

» Tick Remember me to remember the password for future logins.

» Tick Auto-login to get automatically logged in when you run the application.

Accaunt ~

Passwaord @

| Remember me [ Auto-legin

Login

Forgot password

Other Login

c) ForiOS users: Click Allow, then enter your iPhone passcode to add VPN

configurations.



Enter iPhone passcode
Add VPN Configurations

0O 0 0 0 0 O

1 2 3
“SecureLink” Would Like to A e
Add VPN Configurations
e 6
e .4lll llsl MNO
Allow Don’t Allow
8
PORS TV wxvz
0

For Android users: confirm VPN connection in the pop-up window

Connection request

CDNetworks ESA wants to set up
a VPN connection that allows it
to monitor network traffic. Only
accept if you trust the source.

e appears at the top of your
screen when VPN is active.

d) If your enterprise administrator has enabled SMS verification, you will need

to enter the SMS verification code. Otherwise, please ignore this step.

[ 1

Enter the code

The sode had bash sant 1

e) Afterlogin in, your will see the VPN icon on top and your status is

Connected.



19:1018.3K/IsOE B 2 3} ) @ Sl E>

CDNetworks ESA

Status

Connected (D

Recently Accessed Resources

f)  Click Resource, Statistics and Settings to explore more features
107 wlacm 1017 wil 40 - 10:19 wil 4o -
Resources Statistics Settings

5o Account Security

- Start Time Zh My Enterprise
@ Wiks Online Time ' Power saving Settings
= ¢ i Language
Upload ! £ About
B~
Download Log Out
B
CE
Rl .
Upiosd -
8-
@A
-H 88 00
® H @) & 0] 88 @ & @ 88 © &
provss L " Stasetics Somting =t

2) Disconnect & logout
a) Inthe Home page, click the on-off switch to disconnect the current account.
19:10 | 83K/sE H @ & - @ il &

CDNetworks ESA

Status

Connected -I

Recently Accessed Resources

b) In the Settings page, click Log Out to exist the current account and return

to the login page.



Settings

(On Account Security

] My Enterprise
é- Bower Saving Settings

& Language

) Dark Mode

T Systemn Permissions

.-O= Collected Personal Information

2 user Feedback

& About

2.4.3 Change and reset password

1) Change password (Logged in)

a) Click Settings -> Account Security -> Set Password
b) Enter the Current Password, the New Password, confirm the New
Password, and click Done. The password change is then completed.

10:45 wil 40 & 10:49 wil 4o =

Account Security Set Password

2) Reset password (Not logged in)

a) Click the icon of phone or email on the page of Forgot Password.
b) Enter your Enterprise ID, Phone Number/Email Address, and click Get
Code.



10:52 il 2G WEE all 4G =

Reset passwond via SMS, Resel password via e-mail,

+86 v

c) Key in the SMS/email verification code sent to your phone or email, and you
will enter the password reset page.

d) Enter the New Password, confirm the New Password, and click Done. The
password reset is then completed.

Enter the code Create a new password

The ~nde has boen sent to d must be 6-32 characters
(s, rumbers and special
(Except spaces)

2.4.4 Switch language and check for updates

Settings
,rr—g Account Security

1 My Enterprise

-@"' Powear Saving Settings b
A Language English >
- Dark Mode Auto >
Privacy

E4  system Permissions 5

,OE Collected Persanal Information

=

=] User Feedback

& About 2200 >

Log Out



2.5 Linux User Guide

2.5.1 Client Installation

1) Send installation file to Linux system, and enter file path.

cd path (installation path)

2) Unzip the ESA installation packet.
tar -zxvf SLP1689290824820129_CDNetworskESA_2.21.0-89_rpm_release.tar.gz (file name)

[ ~]# tar -zxvf SLP1689250824820125 CDNetworskESA 2.21.0-85 rpm release.tar.gz

CDNetworskESA 2.21.0-85 rpm release/

CDNetworskESA 2.21.0-85 rpm release/install.sh

CDNetworskESA_Q.Ql.G—EB_rpm_release/CDNetworskESA—Q.21.D—EB.xBE_E4.rpm

3) Switch to ESA installation path.

cd CDNetworskESA_2.21.0-89_rpm_release (switch to the unzipped ESA file path)

4) Execute installation command.

sh install.sh install

[ §f tar —zxvf SLP1689250824820129 CDNetworskESA 2.21.0-89 rpm release.tar.gz
CDNetworskESA 2.2
2

1.0-89_rpm release/
21.0-89_rpm release/install.sh
1.

CDNetworskESA 2.
CDONetworskESA 2.21.0-85 rpm release/CDNetworskESA-2.21.0-85.x86 64.rpm
~]1# cd CDNetworskESA 2.21.0-89 rpm release/

CDNetworskESZ 2.21.0-85 rpm releaself sh install.sh install

5) ESA client installed successfully

Complete!
stop CDNetworskESZ service

Preparing... i EFEEEFEFFF SRR FFFFRFEFFFHFFEEE (100%]

Updating / installing
1:CDNetworskESA-2.21.0-89 FEEEEEFFEEEEFF S0 EE00FEEE8484E [100%]

install success

2.5.2 User login and logout

1) Switch default language to English
vi /usr/local/CDNetworskESA/config/securelink.conf



"lang"

"port™: 8234,

"zerveraddr™: "https://sheetaapi.wangsu.com"

2) Execute following command to start ESA client and login the account
service CDNetworskESA start

Enter Enterprise ID, username/password of the user account, enter TFA code if you
have configured to login.

[ ~]# service CDNetworskESA start

starting CDNetworskESA...

Enter Enterprise Id:

Enter Username:

Enter Password:

Do you want to store account and password locallwy?
[¥/N]:N

e e e e e e e ke e e ke e e e e e e e e ke e e ke e

Login. ...

Heed two-factor authentication.

Flease complete the tow-factor authentication within ten minutes!!!!

choose one of the following authentication methods to verify:

1. SMS Auth

2. TOTF Auth

SMS code [Resend after 60=]: 611815

code su ssfully.

Ouery login status command: /etc/init.d/CDNetworskESA status

2.5.3 Access to the resources

On ESA Console, make sure you've granted the resource permission to the account.



< CDNetworks Website Details

Authorize to User Groups & Authorize to Users [ Edit

User Group Operation User Parent group Operatio
Remaove
1 10/page

Execute following command to query if you have permission to access the resource

curl -1 URL (the URL of the resource)

[ 1#|curl -I www.cdnetworks.com
HTTE/1.1 Moved Temporarily
Date: Mon, 28 Aug 2
Content-Type: text/html
content-Length: 138
connection: keep-alive
he—Control: no-store
[Location: http://www
alt-s h3=":443";me
[xi-Hello-Human: If you want to work with us, please send e-mail to jobs at cdnetworks dot com or @CDNetworks on Twitter.
Server: PWS/8.3.1
Set-Cookie: HMF C : 4e8918471aa a0 0fbe5bBelals 1£24b5d5be42e
50b; Expires=wed, 3 Path=/

2.5.4 User logout

Execute following command to stop ESA service. Status [OK] means logout
successfully.
service CDNetworskESA stop

[root@sdwan-elaine ~]# service CDNetworskESA stop

shutting down CDNetworskESA. ..




