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1. Product Brief 
CDNetworks ESA is a security solution based on the Zero Trust architecture. It is used 

to help users gain a secure, rapid, and consistent access to the enterprise Intranet, 

Internet applications and SaaS applications. We offer two ways for users to access to 

ESA platform: 

1) Via web browser 

2) Via an ESA client. Clients are available on Windows, macOS, iOS, Android and Linux 

➢ To download ESA client, please visit our website: Download the App 

➢ You can also download Android application from: Google Play, 

➢ For iOS: since App Store does not allow vendors to upload similar applications, ESA 

has to use the application named "Securelink", which we sell in mainland China.  

 

2. User Guide 

2.1 User Guide for Web Browser Access 

1) Type the domain name provided by your enterprise administrator in the browser, 

fill in the username and password, and then click Login. 

 

2) If your administrator has enabled SMS verification, you will need to key in the SMS 

verification code; If not, please ignore this step. 

https://documents.cdnetworks.com/app/esa
https://play.google.com/store/apps/details?id=com.cdnetworks.sdwanvpn&hl=en_US&gl=US
https://apps.apple.com/us/app/securelink/id1494879187


 

3) If your administrator has enabled TOTP authentication, you will need to key in the 

TOTP verification code; About how to use TOTP authentication: TOTP 

Authentication, please refer to: If not, please ignore this step. 

 

4) After login, you will see a list of applications that have been authorized to you 

 

5) To log out the current account, click the Logout button at the bottom left corner. 

 

https://documents.cdnetworks.com/document/esa/totp-authentication
https://documents.cdnetworks.com/document/esa/totp-authentication


 

2.2 Windows User Guide  

2.2.1 Install application  

1) Double click the ESA-win-x64.exe file you have downloaded. 

 

➢ If you see the following pop-up window, click on More, then Run anyway; 

➢ Ignore this step if the pop-up window does not appear. 

 

2) Click Next in the setup interface 

 

 

3) Check and click I Agree in the Privacy terms interface 



 

4) Choose installation path (or use the default location), and then click Install.  

 

5) Install TAP-Windows driver 

If there is a pop-up window asking to install TAP-Windows driver, click Install. If not, 

please ignore this step. 

6) Tick Run CDNetworks ESA, then click Finish to complete the installation.  

 



 

2.2.2 Login and logout  

1) Login 

a) Double click the ESA shortcut icon  

b) Key in Enterprise ID provided by your administrator. It is case sensitive 

 

c) Key in account/password provided by administrator, and click Log In. 

⚫ Tick Remember me to remember the password for future logins. 

⚫ Tick Auto-login to get automatically logged in when you run the application. 

 

d) If your administrator has enabled SMS verification, you will need to key in the 

SMS verification code; If not, please ignore this step. 



 
e) If your administrator has enabled TOTP authentication, you will need to key 

in the TOTP verification code; About how to use TOTP authentication, 

please refer to: TOTP Authentication.. If not, please ignore this step. 

 
f) After login, your user status will become Online, and you will see the 

Resources page. 

Click on the resource icon, you will be able to visit the enterprise resources via 

your default browser.  

 

2) Logout 

https://documents.cdnetworks.com/document/esa/totp-authentication


a) Click Log out on left bottom. You will be redirected to the Login page. 

 
g) To quite the application, right click the application icon in the system tray, and 

click Quit. 

 

2.2.3 Change and reset password 

1) Change password (Logged in) 

a) Click Settings->Change. If you don’t find the option, it means your 

administrator does not allow you to change password by yourself.  

 

b) Enter Current password and New password, and click Save. The password is 

then changed. If you are not able to do this, maybe because your IT 

administrator has blocked your permission to change password.  



 

2) Reset password (Not logged in) 

a) Click Forgot Password, and choose to use your phone or email to reset the 

password. Take the phone as an example. 

 
b) Enter your Enterprise ID, Phone Number, and then click Send. 

 
c) Enter SMS verification code, click Continue. This code is valid for 10 minutes.  

d) Enter New password, confirm the New password, and click Continue. The 

password is then reset successfully.   



 

2.2.4 Switch language and check for update 

Go to Settings to change language and check for update 

 

 

2.3 macOS User Guide  

2.3.1  Install macOS application 

1) Double click the ESA-mac.pkg file you have downloaded. 

 

a) For the introduction page, click Continue.  



 

b) For the Privacy terms, Click Continue.  

 

c) For the software license agreement, click Agree.  

 
d) For the installation type, click Install.  



 
e) Enter your system User Name and Password, and click Install Software.  

 

f) For the summary page, click Close.  

 

 

2.3.2 Login and logout 

1) Login 

a) Open the Mac Launchpad, and click on the ESA shortcut icon  

b) Key in Enterprise ID provided by your administrator. It is case sensitive 



 
c) Key in account and password provide by your administrator.  

➢ Tick Remember me to remember the password for future logins. 

➢ Tick Auto-login to get automatically logged in when you run the application. 

 

d) If your administrator has enabled SMS verification, you will need to key in the 

SMS verification code; If not, please ignore this step. 

 

e) If your administrator has enabled TOTP authentication, you will need to key in 

the TOTP verification code; About how to use TOTP authentication, please 

refer to: TOTP Authentication. If not, please ignore this step. 

https://documents.cdnetworks.com/document/esa/totp-authentication


 

f) After login, your user status will become Online, and you will see the 

Resources page. 

Click on the resource icon, you will be able to visit the enterprise resources via 

your default browser.  

 

2) Logout 

a) Click Log out on left bottom. You will be redirected to the Login page. 

 
b) To log out, right click the application icon in the system tray, and click Quit. 



 

 

2.3.3 Change and reset password 

1) Change password (Logged in) 

a) Click Settings->Change 

 

b) Enter Current password and New password, and click Save. The password is 

then changed. If you are not able to do this, maybe because your IT 

administrator has blocked your permission to change password.  

 

2) Reset password (Not logged in) 



a) Click Forgot Password, and choose to use your phone or email to reset the 

password. Take the phone as an example. 

 
b) Enter your Enterprise ID, Phone Number, and then click Send. 

 
c) Enter the SMS verification code, click Continue. This code is valid for 10 

minutes.  

d) Enter New password, confirm the New password, and click Continue. The 

password is then reset successfully.   

 

2.3.4 Switch language and check for update 



  

 

2.4 iOS/Android User Guide 

2.4.1 Download and install application 

Follow the installation instruction to install the application. 

2.4.2 Login and logout 

1) Login 

a) Click on the ESA application icon, and the Privacy Terms will appear. Click 

Agree to access the login page. Otherwise, exist the app.  

b) In login page, enter Enterprise ID, Account, Password, and click Log In. 

➢ Tick Remember me to remember the password for future logins. 

➢ Tick Auto-login to get automatically logged in when you run the application. 

 

c) For iOS users: Click Allow, then enter your iPhone passcode to add VPN 

configurations.  



 

For Android users: confirm VPN connection in the pop-up window  

 

d) If your enterprise administrator has enabled SMS verification, you will need 

to enter the SMS verification code. Otherwise, please ignore this step. 

 

e) After login in, your will see the VPN icon on top and your status is 

Connected.  



 

f) Click Resource, Statistics and Settings to explore more features 

 

2) Disconnect & logout  

a) In the Home page, click the on-off switch to disconnect the current account.  

  

b) In the Settings page, click Log Out to exist the current account and return 

to the login page. 



 

2.4.3 Change and reset password 

1) Change password (Logged in) 

a) Click Settings -> Account Security -> Set Password 

b) Enter the Current Password, the New Password, confirm the New 

Password, and click Done. The password change is then completed.       

 

2) Reset password (Not logged in) 

a) Click the icon of phone or email on the page of Forgot Password.  

b) Enter your Enterprise ID, Phone Number/Email Address, and click Get 

Code. 



 

c) Key in the SMS/email verification code sent to your phone or email, and you 

will enter the password reset page.   

d) Enter the New Password, confirm the New Password, and click Done. The 

password reset is then completed. 

 

2.4.4 Switch language and check for updates 

 



2.5 Linux User Guide 

2.5.1 Client Installation  

1) Send installation file to Linux system, and enter file path. 

cd path（installation path） 

 

2) Unzip the ESA installation packet. 

tar -zxvf SLP1689290824820129_CDNetworskESA_2.21.0-89_rpm_release.tar.gz (file name) 

 

 

 

 

 

3) Switch to ESA installation path.  

cd CDNetworskESA_2.21.0-89_rpm_release（switch to the unzipped ESA file path） 

 

4) Execute installation command. 

sh install.sh install 

 

5) ESA client installed successfully 

 

2.5.2  User login and logout 

1) Switch default language to English  

vi /usr/local/CDNetworskESA/config/securelink.conf 



 

 

2) Execute following command to start ESA client and login the account 

service CDNetworskESA start 

Enter Enterprise ID, username/password of the user account, enter TFA code if you 

have configured to login. 

 

2.5.3 Access to the resources  

On ESA Console, make sure you’ve granted the resource permission to the account. 



 

Execute following command to query if you have permission to access the resource 

curl -I URL（the URL of the resource） 

 

2.5.4  User logout 

Execute following command to stop ESA service. Status [OK] means logout 

successfully.  

service CDNetworskESA stop 

 


